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I Executive Summary

At a time when millions of America’s workers continue to struggle to find work 

in the aftermath of the Great Recession, many face an additional barrier—faulty 

records released by the FBI for use in employment and licensing decisions. 

Although considered the gold standard of criminal 
background checks, the FBI records routinely fail to 
report important information on the outcome of arrests, 
information that is often beneficial to workers subject 
to these reports. Given the massive proliferation of FBI 
background checks for employment—roughly 17 million 
were conducted last year—these inaccuracies have a 
devastating impact on workers, especially workers of 
color who are disproportionately impacted by the 
criminal justice system. There is a solution to this 
problem that would immediately result in less job-loss 
and financial hardship: the FBI must ensure that records 
are accurate and complete prior to being released for 
employment and licensing decisions.

Emblematic of workers facing this additional burden is 
Raquel Vanderpool, a mother of two who lost the job she 
loved as a nurse assistant—a job she’d held for eight 
years—when the FBI erroneously reported that Ms. 
Vanderpool was convicted of a crime. In fact, the charge 
had been dismissed and sealed six years earlier. 

Ms. Vanderpool, the other workers highlighted in this 
report, and the unknown thousands of others like them, 
do not pose a security or safety threat but nonetheless 
lose out on employment for one reason only: the 
background check produced by the FBI is inaccurate or 
missing critical information. As millions of workers 
struggle to navigate a still-challenging job market, the 
FBI must avoid creating wrongful barriers that cause 
unnecessary job loss and financial harm. Now is the 
time to ensure that criminal background checks with 
the imprimatur of the FBI are accurate and complete.

Key Findings

� The use of FBI background checks for employment 
is rapidly increasing. Roughly 17 million FBI 
background checks were conducted for 
employment and licensing purposes in 2012, which 
is six times the number conducted a decade ago.

� Despite clear federal mandates that require the 
background reports to be complete and accurate, 
50 percent of the FBI’s records fail to include 
information on the final disposition of the case. 
The missing information is frequently beneficial to 
job seekers. For example, one third of felony 
arrests do not result in conviction and many 
others are reduced to misdemeanors.

� NELP estimates that 1.8 million workers a year are 
subject to FBI background checks that include 
faulty or incomplete information, and 600,000 of 
those workers may be prejudiced in their job search 
when the FBI reports do not include up-to-date and 
accurate information that would benefit them.

� African Americans are especially disadvantaged by 
the faulty records because people of color are 
consistently arrested at rates greater than their 
representation in the general population, and large 
numbers of those arrests never lead to conviction. 
For example, African Americans were more than 
four times as likely as whites to appeal an 
inaccurate FBI record under the federal port 
worker security clearance program.

� In conspicuous contrast to background checks for 
employment, the FBI searches for missing 
disposition information when a person seeks to 
purchase a gun, and the extra effort tracks down 
nearly two thirds of the missing information in 
just three days.
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In 1924, the first federal database of criminal history 
record information was created to assist with criminal 
justice investigations, prosecutions, and sentencing. 
The initial database contained 810,000 fingerprint 
records. Since that time, both the database content and 
its usage have greatly expanded. Today, the FBI 
maintains criminal history records on more than 75 
million individuals, and rap sheets are used for both 
criminal and noncriminal justice purposes, including 
employment background checks.

As early as 1971, a federal judge noted that the database, 
which began modestly enough, had grown “out of 
effective control,” overwhelmed by the “increasing 
availability of fingerprints, technological developments, 
and the enormous increase in population.”1 Even then, 
the enormous demands placed on the system and lack 
of processes to ensure accuracy led to “arrest record 
material [that was] incomplete and hence often 
inaccurate.”2 The problem is pervasive and persists.

As this report makes clear, the system is broken. While 
law enforcement agencies diligently fingerprint 
detained and arrested individuals and submit those 
records to the FBI, the information on the final 
outcome of the case routinely fails to be reported to the 
FBI. In fact, a majority of the U.S. population live in 
states where more than 30 percent of the arrest records 
in the state criminal records repository do not include 
information on the final outcome of the case. Because 
the FBI relies on the states to submit updated records, 
the result is that the FBI records often lack the final 
disposition information. Unfortunately, it is workers, 
those who have the least power to deal with the 
problem, who are being forced to shoulder this burden. 

While there are multiple fault areas in need of reforms, 
this report focuses on finding the best solution to this 
problem nationally and, specifically, what the FBI must 
do to ensure records sent under its seal are accurate 
and complete.

It is the FBI background report that determines 
whether these workers can move forward in obtaining 
the license or employment they seek. The FBI is more 

than a mere receptacle of information; the imprimatur 
of the FBI marks the records as authoritative and 
trustworthy. The FBI must bear the responsibility to 
ensure accuracy given that the records are official 
federal documents. In fact, the bureau already has a 
system in place to ensure accuracy of records for 
firearms sales. The same process by which the FBI 
updates records that lack disposition information to 
ensure timely and appropriate sales of firearms could 
easily be replicated to ensure timely and appropriate 
employment of America’s workers.

The crisis of incomplete and 
inaccurate FBI background checks for 
employment impacts millions of 
workers, yet it has evaded public 
scrutiny

As detailed in this report, the FBI background check 
crisis has grown and evaded public scrutiny for too long. 
Since the September 11th terrorist attacks, the number 
of FBI background checks for employment and 
licensing has surged. In Fiscal Year 2012, the FBI issued 
approximately 17 million rap sheets for employment 
and licensing screening purposes, over six times more 
than in 2002.

When FBI background checks were first authorized for 
employment purposes during the Cold War, the 
authorization was limited to federal government 
workers. Today, FBI background checks are authorized 
for occupations ranging from port workers and truck 
drivers to health care workers and school employees; 
even janitors and food service workers employed by 
federal contractors are now subject to FBI background 
searches.

FBI criminal background checks for employment and 
licensing are considered the gold standard because they 
include criminal history information from all states and, 
because they are fingerprint-based, they are far less 
vulnerable to mistaken identification. In reality, 
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however, the records themselves do not live up to this 
reputation. They are fraught with limitations that 
undermine access to employment for many thousands 
of workers and arbitrarily restrict the pool of qualified 
job candidates available to the employer community.

Of special concern, in 2006 the U.S. Attorney General 
revealed that roughly 50 percent of the records are 
incomplete and fail to provide information on the final 
outcome of an arrest. There have been numerous 
attempts to improve the accuracy of the records. 
Because data is not made publicly available on the 
percentage of records missing disposition information 
in the FBI database, there is no way to evaluate the 
effectiveness of these efforts. When used as an 
employment screening tool, flawed records prevent 
qualified applicants from getting jobs. 

People of color are especially 
disadvantaged by the faulty FBI 
background checks

People of color are especially disadvantaged by faulty 
FBI records. African Americans are 14 percent of the 
U.S. population but account for 28 percent of the 
nation’s arrests. That means that the FBI’s failure to 
report final disposition information after an arrest, 
often including dismissals and other exculpatory 
information, limits employment opportunities for a 
larger share of African Americans than their white 
counterparts, resulting in a racially discriminatory 
impact. 

In one of the largest background check initiatives post-
9/11, the Transportation Security Administration (“TSA”) 
screened two million workers for clearance to work at 
U.S. ports. Of those who subsequently appealed the 
denial of a security clearance, African-American port 
workers challenged the accuracy of their FBI records 
more than four times as often as white port workers.

Roughly one in four U.S. adults has an arrest or 
conviction record. We estimate that as many as 600,000 

workers annually are disadvantaged in the job market 
because of the divergence between the FBI’s reporting 
and the actual final conclusion of their cases.

Workers, employers, and overburdened 
governmental agencies bear the 
burden of correcting background 
checks produced by the FBI

The persistence of faulty records released by the FBI 
imposes costs on workers, employers, and other public 
entities. A worker denied employment or an 
occupational license because of an incomplete or 
inaccurate criminal background check must shoulder 
the burden of contesting a denial of employment, 
reviewing the criminal record, and tracking down the 
missing disposition information or challenging the 
inclusion of misinformation, no matter how old or 
inaccessible the record—often without wages or work 
during this process. Employers are denied prompt 
access to qualified workers, especially in industries 
with ongoing labor shortages like trucking and 
healthcare. 

In addition, federal, state, and local agencies 
responsible for screening workers for licensing and 
employment positions must devote significant time 
and taxpayer dollars to tracking down and processing 
missing information. For example, TSA had to process 
more than 54,000 appeals challenging inaccurate and 
incomplete FBI records from workers seeking clearance 
to work at U.S. ports and more than 43,000 appeals by 
truck drivers who haul hazardous materials. The U.S. 
Office of Personnel Management, which processed 
more than two million FBI background checks for 
federal government and contractor positions in 2011, 
has also spent considerable time and resources on 
completing and correcting FBI records. Yet, the FBI 
does not recognize or accept the updated information 
provided by these agencies—thus ensuring the 
persistence of inaccuracies in its database.
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There is a tried and true solution to 
ensure completeness and accuracy 
before the FBI records are released 

Fortunately, there is a simple and effective solution to 
the serious problems with the FBI database: clean up 
the records before they are sent to the agencies that 
rely on them to make hiring and licensing decisions. 
Indeed, the FBI already has the capacity to update and 
correct criminal background checks. In implementing 
the background check provisions under the Brady 
Handgun Violence Prevention Act (“Brady Act”), the FBI 
has cleaned up two-thirds of faulty records within just 
three days of requests, by contacting the appropriate 
federal, state, and local agencies to obtain the missing 
information.

Implementing a similarly effective system for 
employment- and licensing-related criminal 
background checks, along with the reforms suggested 
below, will ensure that job seekers are treated more 
fairly; that employers have a fuller pool of candidates, 
increasing the likelihood they can access the best and 
most qualified workers in a timely fashion; that other 
public agencies are not required to spend limited 
resources in tracking down information to update 

records; and that the greater accuracy and 
accountability of the system will boost public 
confidence in the integrity of the FBI criminal 
background check process.

As detailed below, we recommend the following 
policies to reform the system and hold the FBI 
accountable for the records that bear its seal:

� Enact federal legislation requiring the FBI to obtain 
missing disposition information before releasing 
background checks for employment and licensing 
purposes. 

� Require the FBI to check the files created under 
the Brady Act for missing information and accept 
updated records from the federal and state 
agencies that make suitability determinations.

� Ensure that all federal and state employment 
background checks that require FBI records 
provide an automatic right to a copy of the rap 
sheet and a robust appeals process.

� Hold the FBI accountable for enforcing the current 
law regulating criminal background checks for 
employment and licensing, and require regular 
reporting monitoring the impact of the current 
system.
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II The Evolution of FBI Criminal 
Background Checks for Employment 

FBI rap sheets3 are considered the gold standard of criminal background checks 

for employment because they include criminal history information from the 

federal government and all states,4 and they are far less vulnerable to mistaken 

identification. In reality, however, the records themselves do not live up to this 

reputation, as roughly 50 percent of the FBI records are incomplete or inaccurate.5

With nearly 17 million FBI background checks 
processed for employment and licensing purposes in 
2012,6 the potential impact these inaccurate and 
incomplete records have on America’s workers is 
enormous. As this report documents, the FBI criminal 
background checks used for employment and licensing 
decisions7 are fraught with limitations that seriously 
undermine access to employment for thousands of 
workers and arbitrarily restrict the pool of qualified job 
candidates available to the employer community. 

1954: Background checks for federal employees: FBI 
criminal background checks for employment began in 
1954 with Executive Order 10450, which authorized 
access to FBI criminal history information for 
employment investigations of all civilian officers and 
employees of the federal government.8 Neither the 
substance nor structure of the FBI rap sheets was 
adapted to meet this purpose, even though FBI rap 
sheets were not originally intended for employment 
screening. All contact with the criminal justice system 
reported by state or federal law enforcement 
authorities is conspicuously displayed on the FBI rap 
sheets produced for employment purposes—even 
charges that were dismissed or for which the 
individual was found not guilty.

To illustrate the problem, Appendix A provides an 
example of an FBI background report that includes 
multiple arrest entries and no disposition information. 
The rap sheet, released for employment purposes in 2011, 
shows six separate arrest entries. The individual was 
convicted only once in his life: for a set of assault and 
related charges arising from an arrest on May 28, 1982. 
He was arrested several other times, but the charges 
were always dismissed or he was found not guilty. 

Incremental expansion of background checks: 
Incrementally, the FBI then began providing criminal 
history information for certain licensing and 
employment purposes beyond federal employment, 
starting with background checks of workers employed 
by banking and other financial institutions.9 Federal 
law never specifically authorized this decision to 
expand access to FBI background checks for other 
noncriminal justice purposes. When the practice was 
challenged in 1971, a federal court found that there was 
no legal authority for the FBI to disseminate these 
records for noncriminal justice purposes outside of 
federal government hiring.10 

1971–72: Congress acts to restore some limits: In 
response, Congress passed two laws that year to 
expand access to the FBI records beyond the federal 
hiring process. First, the Department of Justice 
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Appropriation Act of 1972 permitted the exchange of 
FBI records with officials of federally chartered or 
insured banking institutions.11 Second, a law was 
enacted allowing access to the FBI’s rap sheets only for 
the limited purpose of “employment and licensing if 
authorized by State statute and approved by the 
Attorney General.”12 Significantly, Public Law 92-544 
does not authorize private employers to access the FBI 
rap sheets, but reserves that right for government 
agencies that conduct the background investigations. 
To this day, except in extremely limited situations 
authorized by specific federal laws, private screening 
companies and private employers may not directly 
access the FBI’s rap sheets.13 Public Law 92-544 
continues to provide the basic framework for access to 
FBI criminal background checks for employment.

For decades thereafter, the legal structure regulating 
federal background checks for employment remained 
largely unchanged, although the pace of new 
occupational screening laws enacted by Congress and 
the states accelerated. Congress and the Executive 
Branch have imposed federal criminal background 
checks on a range of industries and occupations, and 
the states have enacted an ever increasing number of 
laws permitting or requiring employment background 
checks. Even before the September 11th terrorist 
attacks, federal laws permitted access to FBI criminal 
history records for a number of positions, ranging from 
child care workers,14 employees of nursing facilities or 
home health care agencies,15 to atomic energy workers.16 

1998: Creation of Compact Council: In 1998, the 
National Crime Prevention and Privacy Compact Act 
(“compact”) was enacted to facilitate the exchange of 
criminal history information between states for 
noncriminal justice purposes.17 To date, 30 states have 
signed the compact and 11 states have signed 
memoranda of understanding.18 Importantly, while not 
all states are members of the compact, all states 
participate in the Interstate Identification Index.19

9/11 terror attacks prompt White House action to 
expand background checks: In response to the 9/11 
attacks, the Executive Branch expanded FBI 
background checks for any federal contract worker 
who has more than “intermittent” access to federally 
controlled properties.20 This 2004 Presidential directive 
(Homeland Security Presidential Directive 12, known as 
HSPD-12) covers a much larger workforce than 
Executive Order 10450, which encompassed all 
employees of the federal government. In contrast, 
HSPD-12 applies to federal contract workers employed 
at a federal facility and requires FBI background 
checks for a broad range of non-safety-sensitive 
positions, such as the large number of contract 
workers who perform landscaping, janitorial, and food 
service functions on federally controlled facilities.

The effect of HSPD-12 was devastating for many 
workers employed by private companies with federal 
contracts. Individuals who had worked for years 
without incident were abruptly subject to a new 
regime of intensive background checks, often without 
any basic information about the process or their rights 
to challenge a negative determination issued by the 
government. 

In 2006, for example, shortly after HSPD-12 was 
implemented, two women who had each worked for 
decades in the cafeteria of a federal building in 
Pittsburgh were deemed “unsuitable” for employment 
based on their FBI background checks.21 One woman 
had a 1997 shoplifting conviction that was supposed to 
have been expunged. The other woman had never been 
arrested, but the Department of Homeland Security 
(“DHS”) attributed a criminal record to her because it 
used an incorrect social security number to run the 
search. Without any explanation of their rights, the 
two women were summarily escorted from the 
building and told they were prohibited from working 
on the grounds, resulting in immediate pay loss.

The workers attempted unsuccessfully to contact DHS 
to challenge the results of the background 
investigation. They then reached out to their 
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At least 1,600 state laws 

mandate FBI background 

checks.

Congressman, Mike Doyle, for help. Congressman 
Doyle’s office contacted DHS, which refused to provide 
information on the appeal process that applied to 
workers seeking to challenge the agency’s 
determination. It was not until the Congressman 
himself contacted DHS for an explanation that the 
workers were reinstated in their previous positions.22 
To this day, DHS has never clarified for the public what 
protections, if any, apply to federal contract workers 
seeking to challenge a background check 
determination based on the FBI’s rap sheets. 

Congress promotes expansion of background checks: 
Also in response to the 2001 terrorist attacks, Congress 
enacted a number of new laws requiring FBI 
background checks for workers employed in 
occupations considered vulnerable to a terrorism 
security threat. The PATRIOT Act, the first major piece 
of federal legislation responding to the 9/11 attacks, 
included a new regime of federal background checks for 
truck drivers who haul hazardous materials, covering 
approximately one million truck drivers around the 
nation.23 Then, in 2002, Congress passed the Maritime 
Transportation Security Act, which imposed FBI 
background checks on two million port workers to 
screen for “terrorism security risks.”24 In addition, 
Congress allowed access to the FBI rap sheets to 
investigate the background of private security guards.25 

Over the 60 year period since the FBI records were first 
authorized for use for employment screening, a large 
number of federal laws regulating workers across a 
spectrum of safety- and security-sensitive positions 
have required FBI background checks. In addition to 
those discussed above, federal laws regulate workers 
who have “responsibility for the safety and well-being 
of children, the elderly, or individuals with 
disabilities,”26 people who volunteer with certain youth-
focused organizations,27 people who work in public and 
private schools,28 and people working in the financial 
industry,29 among others.30 Most recently, in response 
to the mortgage crisis, Congress also authorized FBI 
background checks of most of the nation’s workers 
who process mortgages.31

Beyond the federal background checks, state laws 
mandate FBI background checks for a wide variety of 
positions, from nursing and caregiver positions to 
workers licensed to handle hazardous materials.32 The 
states have enacted at least 1,600 statutes under the 
authority of Public Law 92-544.33 The American Bar 
Association is now in the process of cataloguing all 
state laws that impose collateral consequences on 
people with criminal records, including those that 
authorize access to FBI records. 
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III Dramatic Increase in Background Checks 
for Employment and Licensing Purposes

In Fiscal Year 2012, the FBI released roughly 17 million rap sheets for employment 

background checks. This is more than six times the number of FBI background 

checks conducted for employment and licensing purposes in 2002.34

The number of FBI criminal background checks 
performed for employment purposes has increased 
significantly in less than a decade. See Figure 1. In the 
past five years, from 2008 through 2012, the FBI has 
conducted an average of 14.4 million fingerprint-based 
criminal background checks for employment yearly. 
This is a dramatic increase from the five preceding 
years, 2003 to 2007, when an average of 5.3 million 
fingerprint-based criminal background checks for 
employment were performed yearly.35 

Data are not available to isolate the specific sources of 
the increased volume in FBI rap sheets. We know, 
however, that the port worker background check 
program conducted by the Transportation Security 
Administration reached its peak in 2008 to 2009, and 
ultimately screened more than 2.2 million workers for 
clearance to work in secured areas of the nation’s ports.36 

6 times as many FBI 

background checks were 

conducted in 2012 as  

were conducted in 2002.

Figure 1. Rapid Growth of FBI Background Checks 

for Employment and Licensing Purposes
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IV One in Two FBI Records is Flawed, 
Penalizing the Job Search of More Than 
Half a Million Workers a Year

50% of FBI records are 

missing final disposition 

information.

Despite their reputation as the most comprehensive background check available, 

the FBI records are routinely flawed, which seriously undermines the integrity of 

the criminal background check process. The most troubling deficiency with the 

FBI records is the fact that the rap sheet often reports the initial arrest but then 

fails to include any information on the final outcome of the case. 

Law enforcement agencies are diligent about 
fingerprinting and charging individuals who are 
arrested or even merely detained, and then adding this 
information to state and federal criminal records 
systems. Unfortunately, agencies are far less vigilant 
about submitting the follow-up information on the 
disposition or final outcome of the arrest.

This is not an isolated deficiency in the FBI’s system, 
affecting only a small number of workers. In fact, the 
most recently available public data indicates there is a 
one in two chance that arrest information in the FBI’s 
database will fail to include any indication of the 
disposition of the case. As reported in 2006 by the U.S. 
Attorney General, the FBI’s Interstate Identification 
Index system, from which the background reports are 
created, is “still missing final disposition information 

for approximately 50 percent of its records.”37 While the 
Attorney General identified the lack of disposition 
information as a serious issue, the situation shows no 
meaningful signs of improvement.

The failure to update records to reflect the outcome of 
a case following the report of an arrest is hardly 
inconsequential. About one-third of felony arrests 
never lead to a conviction.38 Furthermore, of those 
initially charged with a felony offense and later 
convicted, nearly 30 percent were convicted of a 
different offense than the one for which they were 
originally charged, often a lesser misdemeanor 
conviction.39 In addition to cases where individuals are 
initially overcharged and later convicted of lesser 
offenses, other cases are overturned on appeal, 
expunged, or otherwise resolved in favor of the worker 
without ever being reflected on the FBI rap sheet. 

Thus, when the outcome of arrests are not indicated on 
the FBI rap sheets, there is a real chance the missing 
information is actually helpful to the workers and 
could significantly improve their employment 
prospects. Given the large numbers of people arrested 
each year—including more than 12 million arrests in 
2011 alone40—there are likely hundreds of thousands of 
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people whose FBI records report a serious arrest 
without noting that the charges were ultimately 
dismissed, overturned on appeal, reduced, or even 
expunged.

While the limited data provided by the FBI makes it 
difficult to arrive at hard numbers,41 we estimate that 
more than half a million workers a year may be 
severely prejudiced in their employment search by the 
flaws in the FBI’s criminal records system. This 
estimate derives from several assumptions. First, we 
start with the number of FBI checks for employment 
conducted each year, which averaged 14.4 million per 
year over the past five years.42 Next, relying on earlier 
analyses in which we found that one in four adults in 
the U.S. has a criminal record,43 we assume that roughly 
3.6 million (25 percent) of the workers subjected to an 
FBI background check will have a criminal record. If 
about half of those background checks are inaccurate 
or incomplete—as the latest publicly available 
information suggests—then roughly 1.8 million 
workers are potentially disadvantaged by the gaps in 
the FBI’s records. Finally, if one-third of these workers 
have an arrest that was ultimately dismissed, 

About 1/3 of felony arrests 

do not result in conviction.

More than 600,000 workers a 

year are potentially harmed 

in their job search when the 

FBI background check fails 

to include accurate and 

complete information of 

benefit to them.

Old Arrests Reported Without Dispositions

Randy D.44 of Chicago was denied employment as a 
security guard when his FBI rap sheet revealed a 15-year-
old misdemeanor arrest for disorderly conduct. Not only 
had the charges been dismissed years earlier, without 
prosecution or conviction, Mr. D.’s record had also been 
expunged. Despite his 10 years of experience in security, 
Mr. D. lost an important job opportunity based on an old 
and minor arrest, later expunged, that nevertheless 
appeared as an open disposition on his FBI rap sheet. 

William E. of Seattle sought his port security clearance 
from the Transportation Security Administration (“TSA”). 
Because he had no convictions, Mr. E. believed he would 
have no difficulty passing the background check. 
Nonetheless, Mr. E. received an initial denial from TSA 
because of an arrest dating back more than five years. 
Mr. E. provided TSA with documentation verifying that 
he had never been convicted nor had charges ultimately 
been filed in the case. However, due to the faulty FBI 
record, Mr. E. was out of work for more than four 
months while TSA considered his appeal. Although his 
two-income household had some savings, the long period 
of forced unemployment depleted the family’s safety net. 

overturned on appeal, or reduced to a lesser charged, 
then more than 600,000 workers a year were 
potentially prejudiced in a job search as a result of the 
FBI’s failure to report accurate and complete 
information.

There is no shortage of examples of routine errors 
within the FBI rap sheets. The experiences of Randy D. 
and William E. illustrate the impact that faulty FBI 
records with incomplete criminal history information 
have on workers and their families.
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V The FBI and the States Fail to Comply 
with Clear Federal Mandates

The serious reporting gaps documented above exist despite clear federal mandates 

that the records produced by the FBI be accurate and up to date. Specifically, 

federal regulations state that “[d]ispositions should be submitted [to the FBI] by 

criminal justice agencies within 120 days after the disposition has occurred.”45 

More generally, the regulation requires that the “information on individuals is 

kept complete, accurate and current so that all such records shall contain to the 

maximum extent feasible disposition of all arrests data included therein.”46 

The state and local criminal justice agencies bear plenty 
of blame for failing to report on the outcome of arrests 
in a timely fashion to the FBI. But, in the end, the FBI 
must be held accountable for ensuring the information 
it reports is accurate and complete, as the law requires.

In fact, the FBI has been taken to task by a federal 
appeals court for failing to provide updated and 
accurate records. Although the case dates back to 1974, 
the admonition of the federal court still holds true 
today: “The FBI cannot take the position that it is a 
mere passive recipient of records received from others, 
when it in fact energizes those records by maintaining a 
system of criminal files and disseminating the criminal 
records widely, acting in effect as a step-up transformer 
that puts into the system a capacity for both good and 

harm.”47 The court noted also that the “disabilities 
flowing from a record of arrest have been well 
documented” and were particularly significant when 
employment and licensure decisions are at issue.48 

In addition to the federal requirement to provide 
updated records to the FBI within 120 days, states are 
required to maintain complete records at the central 
state criminal records repository. Federal regulation 
requires the state repository to include the final 
outcome of the case within 90 days after the 
disposition has occurred. 49 

While missing disposition information is a problem 
that plagues the entire records system, workers with 
criminal records in some states are disproportionately 
disadvantaged. A 2010 survey of state criminal history 
repositories details the percent of arrests in the state 
systems that have not been updated to reflect the 
outcome of the case. The survey includes information 
on the percentage of final dispositions recorded for all 
arrests, all arrests within the past five years, and all 
felony arrests.50 

The FBI must be accountable 

for ensuring the information 

it reports is accurate and 

complete.
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As reflected in Figure 2, more than half the states that 
provide data report that 30 percent or more of the 
arrests in their criminal records systems do not include 
information on the final disposition of the case. Nine 
states—Alabama, Colorado, Indiana, Kentucky, 
Mississippi, Montana, Nevada, Ohio, and Oklahoma—
report that more than half of the arrests in their 
systems are incomplete. Only seven states—
Connecticut, Delaware, Hawaii, Iowa, Vermont, 
Wisconsin, and West Virginia, comprising less than six 
percent of the total U.S. population—have disposition 

information for more than 90 percent of all arrests. 
Notably, only two states—Connecticut and Delaware—
have dispositions for more than 90 percent of arrests 
for each of the three categories surveyed (arrests 
within the past five years, felony arrests, and all arrests 
included in the database).51

Importantly, the FBI has long recognized the need for 
increased accuracy in the reporting of disposition 
information, although the agency continues to insist 
that the problem can be resolved at the state level.52 All 
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Figure 2. State Criminal Records Repositories Are Missing Disposition Information
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states participate in the Interstate Identification Index 
whereby they submit criminal records information to 
the FBI, in return for which they have the benefit of 
accessing a system with criminal history information 
from all other states.

Despite several rounds of federal funding, which 
provided hundreds of millions of dollars to the states 
specifically for the purpose of perfecting the FBI 
databases,53 and two separate task forces charged with 
improving the flow of disposition information,54 the 
problem—and negative ramifications—of missing 
disposition information persists. While the FBI has the 
ability to perfect records provided for purchases of 
firearms or certain dangerous chemical agents and 
toxins,55 the agency has so far refused to do so for 
employment and licensing background checks. 

”[N]otwithstanding 

disclaimers to the contrary, 

[users of FBI background 

checks] erroneously view the 

fingerprint-based record 

from a government repository 

as always current and 

reliable.” 
-U.S. Attorney General’s Report on  

Criminal History Background Checks, 
June 2006

The U.S. Attorney General’s office has recognized, 
however, that providing inaccurate and incomplete 
records harms workers being screened for employment 
or licensing, and that, “notwithstanding disclaimers to 
the contrary, [users of such records] erroneously view 
the fingerprint-based record from a government 
repository as always current and reliable.”56 It is 
specifically because of the FBI’s imprimatur that these 
records, inaccurate and incomplete as they often are, 
can have such a devastating effect on workers, and 
why it is the responsibility of the FBI to ensure that 
complete and accurate records are provided before the 
rap sheets are released to a screening entity.
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VI  The Prejudicial Impact on Workers, 
Employers and Overburdened Government 
Agencies

In most cases, the federal or state screening agency 
that receives the incomplete FBI record notifies the job 
seeker that he or she must provide the missing 
information or else will be rejected from consideration. 
While some agencies provide detailed information on 
the specific evidence the worker must submit for 
consideration, others give little to no guidance. And in 
either case, the onus is on the worker to find the 
missing information, which could be decades old, in 
order to be deemed eligible for employment or 
licensing. In many cases, workers are unable to 
navigate the complex criminal records systems and 
cannot provide the required evidence at all, or are 
unable to do so quickly enough to remain under 
consideration for the position. In today’s competitive 
job market, even a limited delay in the hiring process 
can exclude an applicant from consideration for an 
available job opening. 

For example, Precious Daniels was denied a temporary 
position with the Census Bureau based on an arrest for 
disorderly conduct even though the charges had been 
dismissed.57 In 2009, Ms. Daniels had been arrested for 
blocking a doorway during a peaceful protest against 
Blue Cross Blue Shield of Michigan to pressure the 
company not to pay lobbyists to weaken healthcare 
coverage. When she appeared in court following her 
arrest, the disorderly conduct charge was dismissed. A 

year later, when Ms. Daniels was denied a temporary 
position with the 2010 Census because of her criminal 
history, she was certain that the denial was in error and 
that the Census Bureau had confused her record with 
another person’s. After contacting the Census Bureau, 
she was informed that she was indeed ineligible for 
employment unless she could provide official 
documentation within 30 days about the disorderly 
conduct case that had been dismissed. In the end, as a 
result of the delay, Ms. Daniels was not considered 
fairly for a position with Census and was not hired.

The faulty FBI records also have a detrimental impact 
on employers who are often denied timely access to 
qualified workers, unnecessarily compounding the 
difficulty of filling jobs in industries such as trucking 
or healthcare, where there are still significant labor 
shortages and requirements for federal background 
checks.58 In addition, as described in more detail below 
(section IX), the federal, state, and local agencies 
responsible for screening workers for licensing and 
employment positions ultimately bear the burden of 
dealing with inadequate FBI records. For example, the 
Transportation Security Administration had to process 
more than 54,000 appeals challenging faulty FBI 
records from workers seeking clearance to work in the 
ports59 and more than 43,000 appeals by truck drivers 
who haul hazardous materials.60 

For thousands of job seekers struggling to find work in today’s economy, as well as 

employers and the government agencies charged with making suitability 

determinations based on the FBI’s records, navigating these flawed FBI background 

checks is quite burdensome.
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VII Workers of Color are Especially 
Disadvantaged by the Faulty FBI Records 
System

While the flawed FBI records affect all demographic groups, the impact is 

especially harsh for communities of color, where much larger percentages of 

workers have had interactions with the criminal justice system.

As the U.S. Equal Employment Opportunity 
Commission (“EEOC”) recently reaffirmed, “criminal 
record exclusions have a disparate impact based on 
race and national origin.”61 As such, use of an 
individual’s criminal history information by an 
employer may violate the prohibition against 
employment discrimination under Title VII of the Civil 
Rights Act of 1964.62 To comply with the law, employers 
must ensure that disqualifying criminal records are 

“job related” and “consistent with business necessity.”63 

In general, employers must take into account three 
factors when assessing whether a criminal records 
exclusion is job related and consistent with business 
necessity: (1) the nature and gravity of the offense or 
conduct; (2) the time elapsed since the offense or 
conduct and/or completion of the sentence; and (3) the 
nature of the job held or sought.64 Once the employer 
has developed a targeted screen using the above-listed 
factors, it must usually then provide an individualized 
assessment opportunity for people excluded by the 
targeted screen.

Of special importance to this discussion, the fact of an 
arrest does not establish that criminal conduct has 
occurred, and “an exclusion based on an arrest, in itself, 
is not job related and consistent with business 
necessity.”65 Employers are responsible for ensuring 
that workers are not being denied employment simply 
because of an arrest record. Given these requirements, 

it is vital that employers have access to accurate 
criminal history information.

As demonstrated in Figure 3, African Americans are 
consistently arrested at rates greater than their 
representation in the general population, and whites are 
consistently underrepresented. African Americans 
represent more than 28 percent of arrests66 but only 14 
percent of the U.S. population.67 In contrast, whites 
account for more than 75 percent of the U.S. population68 
but only 69 percent of those arrested.69 The disparities are 
even greater for the most minor offenses, including 
disorderly conduct (34 percent of arrests in 2011 were of 
African Americans and 63 percent were of whites), 
vagrancy (39 percent of arrests in 2011 were of African 
Americans and 58 percent were of whites), and curfew 
and loitering violations (36 percent of arrests in 2011 were 
of African Americans and 61 percent were of whites).70 

Even arrests for misdemeanors and very minor offenses 
can have serious repercussions for workers. Although 
prohibited by federal regulation, the FBI frequently 
reports such “non-serious” offenses on criminal records 
produced for employment purposes. The current 
regulation states: “Criminal history record information 
maintained in the [databases used to supply criminal 
history information for employment purposes] shall 
include serious and/or significant adult and juvenile 
offenses.”71 The database “excludes arrests and court 
actions concerning nonserious offenses.”72 
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In 2006, the FBI proposed eliminating this critical 
protection—one of the only substantive restrictions on 
what the FBI rap sheets may report for employment 
purposes. The FBI offered a very limited rationale for 
doing so, noting only that states have the discretion to 
decide what information to send and the FBI merely 
reports the information provided to it.73 To date, the 
proposed rule to eliminate the restriction on reporting 
non-serious offenses has not been finalized. In reality, 
however, the FBI has routinely reported non-serious 
offenses on employment background checks for years 
and continues to do so today despite letters from 
Congress and interested groups calling on the FBI to 
stop this practice.74

Given their higher rate of arrest, even for minor 
offenses, workers of color are disproportionately 
disadvantaged by the deficient FBI records. Although 
the FBI does not generate data on the racial 
breakdown of incomplete rap sheets,75 NELP compiled 
such data in representing more than 500 port workers 
in the Transportation Security Administration’s 
background check process, and the results are striking. 
African Americans were more than four times as likely 
as whites to need to appeal a decision denying them 

Figure 3. African Americans Are More Likely to Be Arrested for Low-Level Offenses than Whites

366 arrests for disorderly conduct per 100,000 for African Americans

                                                 122 arrests for disorderly conduct per 100,000 for Whites

      21 arrests for vagrancy per 100,000 for African Americans

6 arrests for vagrancy per 100,000 for Whites

                  51 arrests for curfew or loitering violations per 100,000 for African Americans
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clearance to work at the nation’s ports solely because 
of a faulty FBI record.76 

Specifically, African Americans account for 
approximately 14 percent of the port workers—equal 
to the general population—but represented more than 
40 percent of the appeals filed by NELP because of 
incomplete or inaccurate information reported on FBI 
background checks.77 In contrast, white workers make 
up approximately 63 percent of the port worker 
population but only 24 percent of the appeals filed 
with TSA.78 Since large numbers of port workers did 
not appeal the initial disqualification letter, there may 
be thousands of additional workers who were eligible 
for security clearance but had faulty FBI records that 
cost them this opportunity to work.79 For the workers 
who did appeal, the overwhelming majority were 
successful (as described in section IX.1). 

Importantly, however, merely needing to rely on the 
appeal process disadvantaged workers and caused 
financial hardship for many. In large part because of 
the need to file appeals, African-American port workers 
were also out of work for longer than their white 
counterparts.80 
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“I couldn’t believe I got fired for this. It was humiliating. I 

was really nervous applying for other jobs because I thought 

the same thing would happen. I couldn’t believe that one 

mistake would jeopardize my career and my financial 

security nine years later.”   —Sophia Hoffmann

Sophia Hoffmann’s Minor Infraction Unfairly Reported by the FBI Despite Federal Regulation  
to the Contrary

Sophia Hoffmann81 was fired from her position working with developmentally disabled adults in 2010 because of a nine-year-old 
infraction that was improperly reported on her FBI background check. 

Having a college degree and a history of working with people with disabilities, Ms. Hoffmann was an excellent candidate for the 
job. In fact, she was hired while living in a different state. After moving and beginning work in her new position, Ms. Hoffmann 
was required to undergo an FBI background check—something she thought would be no problem.

Unfortunately, in 2001, Ms. Hoffmann had been stopped for jaywalking as she rushed to her college campus for an exam. 
Stressed out and frustrated by the delay, Ms. Hoffmann became irritated and engaged in a verbal argument with the police 
officer. She was eventually charged and pled no contest to an infraction and was fined $100. Ms. Hoffmann has no other arrest 
on her record and has never been convicted of a felony or misdemeanor offense. Despite clear regulations to the contrary, Ms. 
Hoffmann’s FBI record included the non-serious offense with the notation “Convicted—Fine” (Appendix B). 

After losing her job because of the improper reporting of a non-serious offense by the FBI, Ms. Hoffmann was without work for 
roughly eight months. It was both financially and emotionally challenging as she was afraid of further rejection. Eventually Ms. 
Hoffmann had to return to her home state. She has since worked with a local nonprofit to remove the non-serious offense from 
her record, and is completing an advanced degree in her field.

Despite the humiliation she felt when she was fired because of a nine-year-old infraction, Ms. Hoffmann is dedicated to 
providing social services throughout her career.
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VIII The Serious Limitations of the Process of 
Correcting FBI Records

Federal regulations require officials who make employment or licensing 

decisions based on FBI rap sheets to provide job seekers an opportunity to 

complete or challenge the accuracy of the information contained in the record.82 

In addition, individuals may request a copy of their FBI record at any time to 

review the accuracy of the criminal history information.83 Unfortunately, there is 

considerable divergence between policy and reality for workers harmed by 

inaccurate and incomplete FBI records. 

Despite the clear language of the regulation, workers 
frequently lose out on job opportunities because of an 
incomplete or inaccurate FBI background check. Some 
workers report not being informed by the hiring agency 
that the reason for their ineligibility was the information 
reported by the FBI, or not being given information on 
their right to request a copy of the report or contest the 
information it contains. Other workers are unable to 
understand or comply with the notice they do receive. 
While such a provision is important given the large 
number of missing dispositions in the FBI database, the 
regulation alone is not enough to protect workers with 
inaccurate and incomplete records.

Correcting incomplete and inaccurate FBI records is 
even more challenging because workers rarely receive a 
copy of the FBI or state rap sheet used to make 
suitability determinations, even though they have often 
paid for the record as part of the employment or 
licensing screening process. Thus, workers may receive 
notice that they have been deemed unsuitable for a 
position or employment license based on their criminal 
history, but have no further information as to the 
offense on their record resulting in the disqualification, 
unless and until they are able to independently access 
the FBI record. In other situations, the worker is told 

that there is record of an arrest without a corresponding 
conviction on the FBI criminal record that will prevent 
the agency from processing the employment or 
licensing application until the individual provides final 
disposition information from the arresting agency, 
sentencing court, or FBI. These two situations can be 
particularly challenging for workers whose offenses are 
old or minor, or who have never been convicted and 
thus are completely unprepared for the rejection. 

When a faulty FBI record stands between the worker 
and the government agency that is responsible for 
certifying suitability for employment, job seekers are 
frequently unable to navigate the complex maze to 
correct the record and therefore lose out on job 
opportunities through no fault of their own. Because 
many criminal justice records are not readily available, 
individuals often have to travel directly to the 
sentencing court or arresting agency to obtain proof of 
the final disposition—which may mean traveling to a 
courthouse or law enforcement agency in a different 
county or even state. If an arrest did not result in actual 
charges, there is likely no court record available. In that 
instance, the individual must “prove a negative” and 
obtain paperwork verifying that no official action was 
taken after the initial arrest.
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Even more challenging, for individuals with very old 
arrests and convictions, the necessary information may 
not be readily available as law enforcement agencies 
and courts have switched from paper to computerized 
records. If a record is available by paper document only, 
individuals may have to wait for a search of the archives. 
In some instances, documents relating to non-conviction 
activities are destroyed after a specified time period. 
When that happens, the most an individual may be able 
to obtain is a letter certifying that no information exists. 

Given these barriers and the lack of resources to assist 
the many workers dealing with faulty records, only a 
small number of people ever petition the FBI to clean 
up their records, despite the process set forth in the 
regulations. In contrast, when a procedure to appeal 
faulty records is structured within the employment or 
licensing process—as in the port worker security 
program—many more individuals will take advantage 
of the process. Unfortunately, most employment and 
licensing screens do not include such a transparent 
procedure for challenging inaccurate and incomplete 
FBI records. 

In 2010, the last year for which we have all of the 
following data, FBI rap sheets were issued for more 
than 13.8 million individuals seeking employment or 
licensing,84 and approximately 23.7 million rap sheets 
were produced for all noncriminal justice purposes,85 
including immigration clearances, adoptions, and other 
background check mandates. That same year, however, 
a mere 1,306 individuals petitioned the FBI to modify or 
correct their records (Figure 5).86 Of those requests, 784 
records, or 60 percent, were actually modified or 
corrected by the FBI.87 Unfortunately, the information 
provided by the FBI does not specify what 

“modifications” were made—correcting inaccurate 
information, updating missing disposition information, 
or other changes to the record.88 Again, it is important 
to note that these figures are individuals who 
contacted the FBI specifically to challenge the 
information included on their record; the data does not 
capture workers who challenged the information 
contained on their FBI criminal record through 
another government agency’s process.

Faulty records for employment and licensing screens 
impose huge costs on job seekers and workers. Even 
those who eventually correct their record nonetheless 
suffer economically from lost opportunities. Ms. 
Vanderpool’s experience, described below, provides an 
example of a young woman whose FBI record 
inappropriately reported a dismissed and sealed 
youthful record as a conviction, which cost her a job.

Clearly, the current process, which puts the entire 
burden on the worker to both petition the FBI for a 
copy of the record and then seek a correction of that 
record, is wholly inadequate for workers seeking 
employment and licensing eligibility. Indeed, it 
provides another compelling justification for why the 
FBI must ensure the accuracy and completeness of the 
records prior to release, before the damage is done.

While federal policy includes a process to correct the FBI 
records, and the FBI records themselves include a 
disclaimer that the license or employment should not be 
denied “until the applicant has been afforded a 
reasonable time to correct or complete the information,” 
in reality many workers are not provided such an 
opportunity. Furthermore, workers are not automatically 
provided a copy of their rap sheet when they are notified 
that an offense on their FBI criminal history is 
considered disqualifying. As explained in detail in section 
IX.3, at least one state—California—has recognized how 
these faulty records disadvantage workers and taken 
steps to improve the process. California requires a copy 
of the record be provided to the worker and that the FBI 
records are accurate and complete prior to releasing the 
background report for employment. Most states, 
however, have not taken similar steps to ensure accuracy 
and protect the rights of workers.

Figure 5. Requests to Modify Inaccurate & 
Incomplete FBI Records

records 
modified by 
FBI out of 784 1,306 requests
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Raquel Vanderpool’s Dismissed and Sealed Record Reported by the FBI as a Conviction

Raquel Vanderpool is a 31-year-old, Latina mother of two who provides caregiving and nurse aid services to the elderly.89 Ms. 
Vanderpool began training in high school to be a nurse aid. Unfortunately, in 2002, when she was 20 years old, Ms. Vanderpool made 
a foolish decision that would eventually cost her the job she loved. To impress her friends, she changed the amount on a 
prescription for painkillers she had received for a toothache. The impact of this single, youthful mistake would have severe 
consequences on the rest of her life.

At the time of her arrest, Ms. Vanderpool was already working as a nurse aid. Because of her honesty, remorsefulness, and hard 
work, she was able to retain her position, regain the trust of her employer, and excel in her field. Unfortunately, when a change in 
the law required Ms. Vanderpool to get an FBI background check, the report inaccurately reported her prior offense as a 
conviction. Although Ms. Vanderpool had been processed under a diversionary program for youthful offenders—her charges 
dismissed and the record sealed—the FBI background check inaccurately showed the offense as a conviction. Her employer very 
much wanted to keep her, but the state law prohibited it from doing so, even though the record was inaccurate. By the time Ms. 
Vanderpool was able to clear her record and challenge the over-restrictive state law, her certification had lapsed and she was 
unable to return to the job she loved and the employer she had successfully served for nine years.

Due to the inaccurate record, Ms. Vanderpool was unemployed for roughly four years and her family suffered economically. Ms. 
Vanderpool was forced to apply for unemployment benefits and rely on food assistance to feed her children. The family lost a 
vehicle and even their house after entering foreclosure. Ms. Vanderpool has been unable to afford classes to be recertified as a 
certified nursing assistant (CNA). As a highly qualified and dedicated nurse aid, Ms. Vanderpool was eventually able to find work 
in her field. 

“I lost four years. I lost everything—including my confidence. 

I’m just now able to contribute again and support my family 

but I could have been so much farther in my career. I was 

studying and getting my licenses and that all stopped. I have 

to work my way up from the beginning again.” —Raquel Vanderpool



21WANTED: Accurate FBI Background Checks for Employment

IX  Leading Case Studies of the Damage 
Caused by Faulty FBI Records

Incomplete and inaccurate FBI records are not a theoretical problem. It is a very 

real problem that impacts both workers and employers and creates government 

inefficiency and waste. The following discussion provides prominent examples of 

the negative consequences that are direct results of the severe limitations of the 

FBI criminal records system. 

1.  Port Workers Received No Assistance 
from TSA in Correcting FBI Records 
The port worker background check program 
implemented by the Transportation Security 
Administration (“TSA”) vividly illustrates the challenges 
workers face when confronted by faulty FBI records. 
Workers burdened with locating missing disposition 
information are often unable to correct the record 
quickly enough to avoid losing out on opportunities 
and suffering economic hardship.

Shortly after the September 11th terrorist attacks, 
Congress imposed significant new federal background 
checks on the more than two million workers with 
access to the nation’s ports. After many delays, the 
Transportation Worker Identity Credential (“TWIC”) 
program began in earnest in 2008. By April 2009, all 
workers (including longshoremen, truckers, and many 
others) were required to have undergone an FBI 
background check conducted by TSA in order to access 
the ports and keep their jobs. It is important to note 
that the vast majority of workers applying for a TWIC 
card had been safely and effectively working at the 
ports prior to implementation of this program—some 
for years, if not decades.

While the TWIC program includes several helpful 
worker protections, it also highlights the problem of 

inaccurate and incomplete FBI records for employment 
and licensing purposes, and the very real economic 
detriment to workers who receive no assistance in 
correcting those records. The TWIC program is also an 
example of governmental waste and inefficiencies, as 
tens of thousands of inaccurate and incomplete FBI 
records were challenged but the corrected information 
was not subsequently updated in the FBI database.

The worker protections incorporated into the TWIC 
program are models in many respects. First, the program 
specifies the convictions warranting denial of a TWIC. 
Importantly, applicants may be denied a TWIC for felony 
convictions only; misdemeanors are not disqualifying.90 
Second, the program includes a waiver process allowing 
workers to detail their post-conviction rehabilitation to 
prove they do not pose a threat to the security of the 
port, thereby waiving the disqualification.91 

Finally, and most important to this discussion, the TWIC 
process includes a clear multistep avenue to challenge an 
inaccurate or incomplete FBI record. The individual is 
notified of the specific disqualifying offense on the FBI 
record and the information required to challenge the 
record and appeal the disqualification. (Refer to Appendix 
C for an example of an initial disqualification letter sent 
by TSA to an applicant with a four-year-old arrest on his 
FBI rap sheet that failed to include a disposition.)



22

After receiving notice of the initial determination, the 
individual has 60 days to present official documentation 
to TSA before the disqualification becomes final, and 
additional time may be easily requested. Although TSA 
does not track down the missing information on its own, 
applicants are clearly told what specific offense is at 
issue and what documentation must be provided to 
appeal a denial of security clearance. Importantly, TWIC 
applicants  are not automatically disqualified by TSA 
upon receipt of the FBI record but instead provided 
adequate time to correct the record. The TWIC program 
allows applicants to appeal initial disqualifications if 
they can verify that the information included on the 
FBI background check on which the decision was based 
is inaccurate.92 Unfortunately, however, obtaining correct 
information and submitting it to TSA for review remains 
the responsibility of the workers. Many of them, like Russ 
F., faced severe challenges in complying with the process.

In the routine case of an FBI record that is limited to 
arrest information and missing the corresponding 
disposition, felony offense arrests are still considered 
disqualifying by TSA unless the individual can provide 
updated court records showing the offense was 
dismissed, reduced to a misdemeanor, or otherwise 
resolved in the worker’s favor.93 Thus, although the 
federal law only authorizes TSA to disqualify workers 
due to a felony conviction or being under want, warrant, 
or indictment for a disqualifying felony,94 because of the 
flawed FBI records, the entire burden effectively shifts 
to the worker to demonstrate that the arrest did not 
result in a felony conviction. In other words, TSA 
effectively presumes the arrest led to a conviction or is 
still outstanding unless the worker can prove otherwise.

Russ F. Struggled to Prove Arrest Did Not Lead to Charge or Conviction

As is often the case, one of NELP’s clients was faced with proving the nonexistence of a record. Russ F.95 had worked at the 
Philadelphia port for 33 years and wanted to keep working to help support his daughter, grandchild, and son-in-law after the 
latter’s diagnosis with a fatal brain disease. Mr. F. applied to TSA for a TWIC, security clearance he needed to continue working at 
the port. Unfortunately, Mr. F. was denied a TWIC based on an arrest dating back to 1971 that still had an open disposition in his 
FBI record. Mr. F. had to take time off from work on several occasions to visit various police departments and courts to obtain 
sufficient proof that charges were never filed against him and that he was never prosecuted or convicted for this offense. It took 
more than five months for Mr. F. to win his appeal of the unjust denial and receive the TWIC card he needed to keep his job.

In the end, despite its serious limitations, the TWIC 
program contained some of the most valuable worker 
protections of any employment or licensing background 
check requirement, which helped tens of thousands of 
workers obtain or retain good quality jobs at the 
nation’s ports. According to TSA, more than 100,000 port 
workers have received initial disqualification letters 
from the agency because they were determined to be 
potentially ineligible to obtain a TWIC card based on 
their FBI criminal background check. More than half of 
those workers who received an initial disqualification 
subsequently applied for either a waiver or an appeal.96 

The severity of the faulty records problem is clear from 
the fact that a whopping 96 percent of all port workers 
who challenged the accuracy of their FBI records with 
TSA were successful, and the numbers were substantial. 
Specifically, from October 2007 through May 2013, 54,271 
workers requested appeals. Of those, 52,299 were 
successful in verifying that they are eligible to obtain a 
TWIC, and were thus able to continue or begin working on 
the ports.97 Unfortunately, many more workers may be 
eligible for an appeal but were unable to navigate the 
TWIC system, either because they did not understand the 
process or because they were unable to locate the 
documentation necessary to submit an appeal.98

As a result of the TWIC appeal process, TSA has 
received missing disposition data from more than 
50,000 workers, some of whom may have had multiple 
arrests that lacked dispositions. The agency spent 
substantial time, money, and effort processing these 
appeals, necessitated almost exclusively by faulty FBI 
records. Unfortunately, there is no indication that the 
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updated records in TSA’s possession were added to the 
FBI’s database system. Indeed, according to the FBI, the 
bureau “does not receive updated disposition 
information from the Transportation Security 
Administration.”99 As such, all of those tens of 
thousands of FBI records continue to be incomplete or 
inaccurate. A similar problem exists with updated 
records from the U.S. Office of Personnel Management, 
as discussed below.

2.  The Office of Personnel Management Is 
Tracking Down Missing FBI Records that 
Never Make Their Way Back Into the FBI 
System
While each federal agency has significant discretion over 
its hiring and firing decisions, the U.S. Office of 
Personnel Management (“OPM”) sets broad policy 
regulating the federal workforce, including hiring 
procedures, and conducts background investigations for 
prospective employees and security clearances across 
the federal government. Federal hiring is regulated by 
the “suitability” standards issued by OPM.100

Although individual federal agencies may conduct their 
own background investigations for some positions,101 
OPM conducts more than 90 percent of background 
investigations required for federal employment,102 
including criminal background checks based on the 
FBI’s rap sheets.103 In Fiscal Year 2011, OPM submitted 
more than two million fingerprint-based background 
checks to the FBI.104 Approximately 10 percent of the 
individuals subject to an FBI background check had a 
criminal history.105

During the course of its background investigation, 
OPM collects criminal history information from the 

FBI, state, local, tribal, and other federal law 
enforcement agencies.106 If the criminal history record 
is missing pertinent information, such as disposition of 
a relevant arrest, OPM investigators attempt to find 
the missing disposition information. OPM does not 
maintain statistics documenting the volume of 
information it collects because of incomplete FBI 
records,107 but based on the TSA experience, it is 
reasonable to assume that filling the gaps in FBI 
records is a significant drain on OPM resources.

After OPM completes its investigation, it provides the 
results to the federal agency that requested the 
background check, and gives the applicant an 
opportunity to contest erroneous criminal history 
information.

Despite OPM’s efforts to share the corrected 
information with the FBI,108 which would promote 
efficiency and conserve federal resources, the FBI 
appears to have rebuffed the overture. In 2010, OPM 
revised its policies to clarify that the agency could 
release dispositions collected by OPM investigators to 
the FBI’s criminal records system, thus allowing the 
FBI to update and correct its database.109 OPM began 
sending records to the FBI on January 31, 2011. However, 
in response to Congressional inquiries, the FBI 
subsequently stated that it does “not receive updated 
disposition information from the Office of Personnel 
Management.”110 Thus, while OPM is submitting 
information to the FBI to perfect rap sheets, the FBI is 
either simply not receiving that information or not 
incorporating any information it does receive into its 
database. Either way, hundreds of thousands of 
records are potentially left uncorrected.

In FY 2011, OPM submitted 

more than 2 million 

fingerprint-based 

background checks to the FBI.

96% of port workers who 

challenged the accuracy of 

their FBI records and were 

successful.



24

As a result of the FBI’s position, the missing disposition 
information does not appear to be reflected in the FBI 
database, meaning that any future report sent from 
the FBI will continue to be incomplete or inaccurate. In 
turn, if the worker who was the subject of the initial 
report applies for another position that requires an FBI 
background check, the agency performing the second 
background check may also then spend its limited time 
and taxpayer dollars on obtaining the missing 
information. Because the FBI does not incorporate 
OPM updates into its database, this governmental 
inefficiency may be replicated multiple times for 
applicants applying for numerous federal positions or 
other employment or licensing opportunities that 
require FBI background checks.

3.  California Tracks Down Problem FBI 
Records to Ensure Fair Access to Jobs and 
Occupational Licenses
In Fiscal Year 2011/12, California exceeded one million 
FBI criminal background checks for employment and 
licensing purposes, thus representing a considerable 
share of the nearly 17 million rap sheets generated by 
the FBI for employment screening.111 California laws 
mandating FBI background checks cover a range of 
occupations, with the highest volume of FBI 
background checks produced for school employees, 
social services workers, private security guards, 
healthcare workers, and law enforcement personnel.112

California lawmakers and state officials have taken 
their responsibility seriously to ensure that the large 
numbers of FBI checks conducted for employment and 
licensing purposes are up to date and that workers 
have the information they need to verify accuracy. 
While the California state repository only has 
dispositions for 57 percent of all arrests (Figure 2), the 
California Department of Justice (“DOJ”) timely 
ensures the completeness and accuracy of records that 
are requested for employment and licensing decisions. 

First, with a new law that took effect in January 2013, 
California is now the only state in the nation that 
requires every entity that conducts a criminal 

background check under the mandate of a state or local 
occupational or licensing law to automatically provide 
the subject of the background check with a copy of his 
or her state and federal rap sheet whenever the agency 
makes a negative decision based on the record.113 Like 
the federal and state consumer protection laws that 
regulate private criminal background checks, the new 
California law was intended to allow workers to verify 
the accuracy of the criminal history information and 
promptly challenge a negative determination without 
having to first request a copy of the record.

Second, and most importantly, California’s law requires 
the state DOJ to “make a genuine effort to determine 
the disposition of the arrest” prior to releasing state 
and federal criminal history information in many 
employment situations.114 The DOJ policy also 
mandates that the department make a “genuine effort” 
to determine dispositions of arrests when releasing 
criminal background check information for all 
employment or licensing purposes.115 Thus, when there 
is a missing record from another state reflected in the 
FBI rap sheet, the California DOJ contacts the arresting 
agency from out of state, as well as the district 
attorney, and/or the court as necessary to determine 
the outcome of the arrest.116 We are not aware of any 
other state that has a similar policy.

As a result, like OPM, California spends considerable 
resources on contacting other states to update the 
arrest information listed on the FBI rap sheet. The 
information obtained by the California DOJ is updated 
in the state’s criminal records system if it corresponds 
to a California criminal record, and all of the updated 
disposition information is sent to the FBI weekly. Also, 
like OPM, California’s state officials have tried to 
ensure that the missing FBI rap sheet information that 
the state tracks down actually makes its way into the 
FBI’s system. But according to a California DOJ official, 

“[t]here is no one-to-one process to validate that the FBI 
update[s] what the [California] DOJ sent.”117 Thus, while 
the state DOJ reports any updates and corrections it 
finds to the FBI, the state officials are unaware of 
whether the FBI subsequently corrects its record.
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X Where There’s a Will, There’s a Way: FBI 
Records Are Cleaned Up Under the Brady 
Program of Federal Gun Checks

The preceding discussion has focused on the vast and growing reliance on FBI 

criminal background checks for employment and licensing purposes, the serious 

flaws in the system, and the substantial negative effects that faulty records 

have on employment prospects for thousands of individuals, as well as 

employers and public agencies. The good news is there are workable solutions to 

fix this broken system.

Fortunately, a successful and well-established federal 
program is already in place to clean up the FBI 
records—the federal program for firearm background 
checks established by the Brady Handgun Violence 
Prevention Act of 1993 (“Brady Act”). Currently, the FBI 
only screens records and searches for missing 
disposition information in two situations: (1) 
background checks performed on prospective firearms 
purchasers; and (2) background checks performed on 
persons seeking to purchase certain dangerous 
chemical agents and toxins.118 The FBI’s large-scale 
program regulating prospective firearms purchases is 
described in depth below. It provides a proven, 
workable template for creating a similar program for 
background checks of prospective workers.

The Brady Act, which faced intense scrutiny during 
recent Congressional gun control debates, mandates 
criminal history background checks for any person 
seeking to purchase a firearm from a dealer (“licensee”). 
To comply with the Brady Act, the FBI established the 
National Instant Criminal Background Check System 
(“NICS”) to process criminal background checks 
instantly.119 Among other restrictions, the Brady Act 

prohibits the transfer of firearms to persons under 
indictment for, or who have been convicted of, a crime 
punishable by imprisonment for a term exceeding one 
year, who are fugitives from justice, or who have been 
convicted of a misdemeanor crime of domestic 
violence.120 

As required by the Brady Act, an individual who applies 
to purchase a firearm from a licensee is subject to a 
NICS check. Nearly instantaneously, the licensee 
receives a response from NICS. The licensee is told that 
the sale may proceed, may not proceed, or is delayed 
pending further review of the gun purchaser’s record.121 
If a firearm applicant’s FBI record contains arrest 
information but no disposition for a potentially 
disqualifying misdemeanor domestic violence or felony 
offense, the licensee is informed that the purchase is 

“delayed” and the FBI has three business days in which 
to track down the missing disposition(s).122 If the FBI 
does not locate the information within three business 
days to verify the purchaser’s disqualification, the 
licensee is permitted to sell the gun. If the NICS check 
provides information that an applicant is ineligible to 
purchase a firearm, the applicant may request the 
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reasons for the determination, and the reasons must 
be provided in writing within five business days after 
the date of the request.123

According to the FBI, the NICS section conducted more 
than 6.8 million Brady Act background checks in 2011.124 
Of those, approximately eight percent (or more than 
500,000 records) required the FBI to search for 
additional information.125 In 2010, the FBI sent out an 
average of 4.27 requests for information to other law 
enforcement agencies, courts, and other entities for 
each delayed firearm application transaction.126 The 
requests for information included requests for 
disposition information on misdemeanor domestic 
violence and felony arrests, as well as updates 
regarding protection orders, mental health evaluations, 
and other information.127 

The FBI estimates the cost of tracking down the 
incomplete records totaled $6.9 million in 2010, utilizing 
nearly 400 NICS section employees.128 Assuming eight 
percent of the six million background checks 
conducted by the NICS section in 2010129 required a 
search for additional information (480,000 searches), 
the cost per record is only $14.38. In addition, given that 
the FBI’s total budget for Fiscal Year 2010 was 
approximately $8 billion,130 the $6.9 million spent by the 
NICS section to correct the records was less than one 
percent of the bureau’s total budget for the year.

Thus, there is a clear and established procedure to 
clean up the FBI’s criminal records, which has proven 
extremely effective. Indeed, according to the Attorney 
General’s 2006 report, the FBI is “able to find missing 
arrest dispositions within three business days in 
approximately 65 percent of all transactions that are 
delayed because of a missing disposition. This leaves 
approximately two percent of all NICS transactions 
processed by the FBI missing a disposition at the end 
[of] three business days.”131

The FBI has adopted a special system to keep track of 
the information that it locates as a result of the Brady 
checks, so that it can access the disposition information 
when needed for future firearms purchases. Notably, 
782,000 dispositions have been obtained by NICS section 
employees and posted to criminal history records since 
the program began.132 However, if the FBI determines 
that the information obtained by the NICS section 
employees is for any reason not eligible for inclusion in 
the FBI criminal history record, the information is 
nonetheless entered into a special database (the 

“disposition document file” or “DDF”) that can then be 
accessed for future NICS investigations.133 As of 2011, the 
DDF contained more than one million documents 
obtained primarily through previous NICS searches.134

The FBI’s ability to obtain a significant amount of 
missing disposition information within three business 
days and access that information in the future yields 
important conclusions. The FBI’s use of a similar 
process to inquire into missing dispositions on FBI 
background checks for employment would benefit a 
large number of the estimated 600,000 workers 
potentially prejudiced each year because of faulty FBI 
records that fail to include beneficial information; 
correcting 65 percent of these records would benefit 
roughly 390,000 workers.135 This number would likely 
increase if the FBI were given a somewhat longer time 
frame to search for disposition information. In 
addition, the FBI’s difficulty in obtaining disposition 
information on some records underscores the 
challenges faced by individuals seeking to find obscure 
records to prove their eligibility for employment. 

The FBI is able to find 

disposition information 

within 3 days in 65% of all 

firearm background checks 

that are missing such 

information.
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Finally, the DDF is a valuable resource that could be 
further supplemented with information provided by 
the Transportation Security Administration, the Office 
of Personnel Management, and other agencies, as well 
as accessed by the FBI in the process of providing FBI 
rap sheets for employment and licensing purposes.

There are, of course, differences between background 
checks conducted for firearms purchases and those 
conducted for employment. Although nearly seven 
million background checks were conducted for 
firearms purchases in 2011, more than double that 
number were conducted for employment and licensing 
purposes. While requiring the FBI to clean up records 
used for employment and licensing purposes 
represents a significant increase, the FBI collects a fee 
for each FBI record released for employment purposes. 
A reasonable fee increase could offset the cost of 
extending the Brady process to employment and 
licensing checks. 

In addition, not all convictions are disqualifying for 
gun purchasing purposes, although a large number are, 
including all felony convictions. As a result, the FBI 
does not inquire into all missing dispositions, only 
those that may prohibit a person from purchasing a 
firearm.136 In the employment and licensing context, 
the list of potentially disqualifying offenses may be 
more expansive, and the FBI is not in a position to 
tailor each background check to each job. However, 
clear parameters could apply to limit the volume and 
scope of corrections necessary for records created for 
employment and licensing purposes. Most importantly, 
the FBI could limit its inquiries to open arrests that 
date back more than a year and serious offenses that 
are more likely to create a safety or security concern 
for most employers. 
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XI Recommendations to Improve the 
Integrity of the FBI Criminal Background 
Check Process

1.  Enact Federal Legislation Requiring the FBI 
to Obtain Missing Disposition Information 
Prior to Sending Background Checks for 
Employment and Licensing Purposes
Just as the FBI tracks down incomplete and missing 
disposition information when conducting background 
checks pursuant to the Brady Act, so too should the 
bureau be required to find missing disposition 
information when conducting background checks for 
employment.

The FBI’s faulty database is a national problem that requires a federal solution. 

While states must work to provide more up-to-date information to the FBI, the FBI 

itself has a responsibility to ensure that the records it produces for employment 

and licensing are accurate. Millions of workers, employers, and public agencies 

responsible for conducting background checks are left to deal with the fallout 

from inaccurate and incomplete FBI records. The FBI is best positioned to correct 

this situation, with the help of Congress and the Executive Branch.

Congress should enact a bill modeled on H.R. 5300, 
introduced in the 111th Congress by Congressman 
Bobby Scott, the ranking minority member of the 
House Judiciary Committee, and several Republican 
co-sponsors. H.R. 5300, the Fairness and Accuracy in 
Employment Background Checks Act, would have 
expanded the process that now applies to Brady checks 
to FBI background checks for employment. As The 
New York Times editorialized in endorsing the bill, “No 
one should be denied a job because the government’s 
information is wrong.”137

The bill provided the FBI with 10 business days to find 
missing disposition information before releasing a 
criminal background check for employment or 
licensing purposes. It also codified FBI regulations in 
place since the 1970s that provide that non-serious 
juvenile and adult offenses should not be reported on 
FBI criminal background checks for employment.

In addition to tracking down the gaps in FBI rap sheets 
produced for employment purposes, the bill 
incorporated important consumer protections that 

“No one should be denied a 

job because the government’s 

information is wrong.” 
-NY Times Editorial, “Check it Again”, 

May 2010 
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apply to private criminal background checks under the 
federal Fair Credit Reporting Act (“FCRA”).138 For 
example, the bill ensured that individuals subject to 
employment and licensing background checks received 
a copy of the FBI report in order to verify and 
challenge the accuracy of the information. The new 
reforms were financed by authorizing the FBI to 
increase the fee now charged to entities that request 
FBI rap sheets for employment. 

2.  Require the FBI to Check the Brady Files 
for Missing Information and Accept 
Updated Records from Federal and State 
Agencies
The FBI can also take several key steps on its own to 
increase accuracy, without new federal legislation.

First, it should work to reduce governmental 
inefficiency by creating processes to accept missing 
disposition information from multiple sources. 
Currently, other federal agencies expend energy and 
resources to find or collect missing disposition 
information. The FBI should accept disposition 
information from the Office of Personnel Management, 
the Transportation Security Administration, the State 
of California Department of Justice, and other agencies 
that find or collect missing disposition information.

At a minimum, the FBI should add other agencies’ 
information to the special disposition document file of 
updated records tracked down by the Brady firearms 
unit, if it is unable to directly supplement the other FBI 
databases. And, before the FBI releases a rap sheet with 
missing disposition information in response to an 
employment or licensing inquiry, the FBI should check 
the disposition document file to obtain missing 
dispositions, and report its findings in order to limit the 
resulting gaps in the records.

3.  Ensure that All Federal and State 
Employment and Licensing Background 
Checks that Require FBI Records Provide an 
Automatic Right to a Copy of the Rap Sheet 
and Robust Appeals Process
Even the most aggressive efforts to clean up the faulty 
FBI criminal records system will never be foolproof; 
back-up measures to ensure accuracy will always be 
necessary. Fortunately, there are helpful model policies 
that provide necessary worker protections at both the 
federal and state levels. 

First, every person subject to an FBI criminal 
background check should automatically receive a copy 
of the rap sheet along with any negative suitability 
determination by a screening agency. This will permit 
workers to efficiently and effectively challenge the 
accuracy of the information if necessary. Federal 
consumer protection laws provide these protections to  
individuals subject to commercial background checks, 
and the protections should be extended to workers 
subject to FBI background checks. California is leading 
the way with a new state law that requires all state 
and local agencies that conduct state and federal 
background checks to automatically provide a copy of 
the rap sheet to the individual when the agency issues 
a negative determination.

In addition, all government agencies that access FBI 
records for employment screening purposes should 
have a robust appeals process. A robust appeals 
process includes a clear notice listing the specific 
disqualifying offenses identified by the screening 
agency, an adequate window of time (at least 60 days) 
during which the individual has an opportunity to 
produce corrective information before the agency’s 
determination is made final, and detailed instructions 
on what documentation is necessary to challenge the 
record. The TWIC program provides the best example 
of a strong appeals process that can benefit tens of 
thousands of workers and significantly reduce the 
discriminatory impact of faulty FBI records. 
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Building on the initiative of the U.S. Attorney General’s 
Interagency Reentry Council, the federal government 
should take the lead in adopting these critical worker 
protections across all federal agencies. The federal 
government must set an example for the private and 
public sectors to protect qualified workers who, 
through no fault of their own, are penalized by the 
faulty FBI criminal records system.

4.  Hold the FBI Accountable for Enforcing 
the Current Law Regulating Criminal 
Background Checks for Employment and 
Licensing, and Require Regular Reporting 
and Monitoring of the Impact of the Current 
System
The Obama Administration and Congress should hold 
the FBI accountable for strict compliance with its 
current regulations on criminal background checks for 
employment and close monitoring of the impact of the 
current system on workers, employers, and 
governmental agencies.

Specifically, the FBI should demand strict enforcement 
with the requirement that dispositions be reported 
within 120 days, that all records be complete, accurate, 
and current, and that the FBI refrain from reporting 
non-serious offenses on the rap sheets, regardless of 
whether such information is provided by the states.

In addition, the FBI should maintain and report 
detailed data to Congress and the public on its 
background checks for employment to evaluate their 
impact on people of color and ensure greater 
transparency and accountability. Specifically, the FBI 
should regularly report data indicating: (1) the number 
or percentage of incomplete and inaccurate FBI rap 
sheets issued for employment and licensing purposes; 
(2) the race and ethnicity of workers who have 
incomplete or inaccurate data released by the FBI for 
employment purposes; (3) the volume of the FBI 
background checks produced for employment 
purposes, including a breakdown of the specific federal 
or state agencies that request such information; (4) the 

number of rap sheets released that include specified 
non-serious offenses, such as loitering and disorderly 
conduct; (5) the specific costs associated with tracking 
down missing disposition information under the Brady 
gun check program; and (6) the number of individual 
requests to correct the FBI records and the specific 
modifications and corrections adopted by the FBI. A 
slight increase in the fees assessed for background 
checks would cover the costs associated with this 
monitoring and report. 
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XII Conclusion

America’s workers need access to good jobs. When the 
federal government provides information that 
determines applicants’ eligibility for such jobs, it has a 
responsibility to ensure that the information is 
accurate and up to date. By doing so, the government 
can avoid creating unnecessary barriers to employment 
and ensure that employers and agencies have the 
information they need to meet public safety concerns 
while preserving job opportunities for qualified 
workers. Inaccurate and incomplete records deny 
workers the ability to support themselves and their 

families and do not provide the information needed for 
appropriate hiring and licensing decisions. The massive 
increase in the use of FBI records for employment and 
licensing decisions brings greater responsibility for the 
completeness and accuracy of those records. The FBI is 
failing to meet this responsibility, and America’s 
workers—and those unable to work because of faulty 
records—are paying the price for that failure. 
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Appendix A Multiple Arrests Reported on FBI Background Check with  
No Disposition Information
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1982 arrest - individual 
found guilty of criminal 
conspiracy; possessing 
instruments of crime; 
possessing instruments 
of crime weapon; 
aggravated assault; 
simple assault; burglary; 
attempt theft by 
unlawful taking or 
disposit; and robbery

1978 arrest - 
individual 
found not 
guilty

1993 arrest - 
charge 
dismissed

2005 arrest - 
charges 
dismissed

1994 arrest - 
individual 
found not 
guilty
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2009 arrest - 
individual 
found not 
guilty
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Appendix B Non-Serious Offense Reported on FBI Background Check in 
Violation of Federal Regulation
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2001 arrest - Sophia Hoffmann 
convicted of fight noise 
offensive words infraction
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Appendix C TWIC Letter of Initial Disqualification Explains What 
Information on FBI Report is Potentially Disqualifying
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